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1 Preface 
My previous White Paper was an attempt to construct a specific NFC Open-Loop payment application 

that can be used worldwide in public transit fare collection systems. This idea has not been supported by 

the industry by obvious reason. For the beginning, the industry has to accept a standard NFC payment 

application.  It is still a road ahead. EMVCo has recently published four different EMV Kernel 

Specifications. Apart from that there are many non-EMV compliant legacy applications in the field.  

My previous approach was based on the idea to store transit-specific data in the transit-friendly NFC 

payment application (card). Since this cannot be achieved in the observable future, I started thinking in 

the opposite direction: what would we need if we want to utilise ANY type of Open-Loop NFC card in the 

transit fare system? Such a card, by definition, does not store the specific transit data that comprises tap 

on, tap off transaction logs, loyalty and transfer discount parameters, cardholder concession type, etc. 

The card does not store this data but the validator needs this data. A bus or a streetcar validator is not 

connected to the central computer host. There is no way that the vehicle-installed validator can retrieve 

this data from the central host within a fraction of a second. If vehicle validators cannot retrieve this 

data from the central host fast enough, and if the card does not store this data, there is only one 

solution: we have to deliver this data to the validators IN ADVANCE, before the card is tapped. 

This White Paper presents the following approach. Before an open-loop card is presented to the 

validator this validator (as well as any other validator in the system) must already “know” everything 

about the previous transactions originated by this card (as well as by any other card in the system). How 

this can be achieved? We will broadcast all card transit-specific data to all vehicle-based validators soon 

enough after the data is originated. 

Digital data broadcasting (from one data source to many recipients) is well-known method. One of the 

oldest examples is Teletext. The modern solutions are represented by GPS, XM Radio, and satellite 

digital TV. 

You will find below how digital data broadcasting can be used to improve quality and decrease costs of 

public transit fare collection systems, and not only the Open-Loop ones. 

http://www.lifecycleintegrity.com/SecuringTransit.pdf
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2 Executive Summary 
The annual cost of collecting public transit fares in a city of the scale of London, UK equals several billion 

dollars. Even a small share of this cost saved due to more efficient fare collection, data communications, 

or fraud prevention can be appealing to cities, as well as public transit operators, fare system vendors, 

or telecom operators.  

Several interrelated methods of fare validation and data communication are disclosed below. They 

provide benefits to public transit entities. The methods comprise digital data broadcasting and 

multicasting. 

Table 1 illustrates the benefits that data broadcasting or multi-casting can provide to Closed-Loop 

systems, i.e. systems that utilise public transit-specific cards. 

Table 1. Benefits for Closed-Loop systems 

Feature Without Data 
Broadcasting 

With Data Broadcasting Benefits of Data 
Broadcasting 

Loading card with 
money via internet 

1 day delay for on-
vehicle fare validators. 
Faster solutions are 
more expensive 

Real-time update More convenient for 
customers and cheaper 
at the same time 

Stop-List distribution 1 day delay for on-
vehicle fare validators. 
Faster solutions are 
more expensive 

Real-time update Cheaper solution to 
reduces fraud loss 

Updating system 
topology, application 
software code, and 
other data in on-vehicle 
validators 

Usually done via Wi-Fi 
depot systems; updated 
once a day. 

Frequent update More convenient for 
customers and cheaper 
at the same time 

Transition to Open-
Loop or hybrid systems 

Validation logic and 
data is different for 
Open-Loop and Closed-
Loop 

Validation logic and 
data is the same for 
Open-Loop and Closed-
Loop 

Reduction of design and 
software development 
cost, personnel and 
customer training cost. 
Faster time to market 
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Table 2 illustrates the benefits that data broadcasting or multi-casting can provide to Open-Loop 

systems, i.e. systems that utilise regular banking payment, credit, or debit cards. 

Table 2. Benefits for Open-Loop systems 

Feature Without Data 
Broadcasting 

With Data Broadcasting Benefits of Data 
Broadcasting 

Implementing exact 
distance-based or time-
based fare calculation 
at on-vehicle validators 

Impossible. Only flat 
fare can be applied  

Possible Allows applying 
distance- or time-based 
policies for Open-Loop 
systems with on vehicle 
validators. 

Implementing  transfer 
discounts and loyalty 
programs at on-vehicle 
validators 

Impossible. The 
maximum fare is 
charged at each trip. 
The customer is 
refunded later 

Possible. The exact 
discounted fare is 
charged each time 

The customer is not 
overcharged. This is 
essential for debit and 
prepaid cards.  

Fraud at on-vehicle fare 
validators 

More likely Less likely  Reduces financial 
losses, increases 
convenience to 
customers and the 
transit operator’s 
reputation. 

Updating system 
topology, application 
software code, and 
other data in on-vehicle 
validators 

Usually done via Wi-Fi 
depot systems; 
updated once a day. 

Frequent update More convenient for 
customers and cheaper 
at the same time 

  



5 © 2010-2012, Eugene Lishak. All rights reserved. Patent Pending. V 3.1.1 

 

3 Problems the Invention Resolves 

3.1 Downloading Large Files 
Each validator (whether it is an Open-Loop or Closed-Loop system) must periodically receive actual 

system topology data, timetables, fare lists, application software code updates, etc.  Conventional data 

telecommunication infrastructure utilised by transit systems sends this data that is practically the same 

for each validator in separate data telecom sessions. That makes the telecom infrastructure costly and 

slow.  Large file propagation system based on digital broadcasting or multi-casting is a cheaper and 

faster solution. 

3.2 Better Serving Customers in Closed-Loop Systems 
Closed-Loop systems require specific data propagation to validators. This data include instructions to 

load cards with funds, block lost and stolen cards and change some other card parameters. This data is 

usually propagated to vehicle-based validators when the vehicles are in service depots. 

In case a customer wants to change the card parameters via web services, the customer should wait at 

least till the next morning when the instructions to update the information on the card will reach each 

vehicle-based validator. The same is true for stop-lists. If a customer wants to block a stolen card and 

put it into the stop-list, he/she is at risk that the card will be fraudulently used till the next day. 

Propagating this data to on-vehicle validators based on digital broadcasting or multi-casting is a cheaper 

real time solution. 

3.3 Improving On-Board Validation in Open-Loop Systems   
Many public transit operators, as well as their fare card system vendors, are turning to Open-Loop cards. 

Open-Loop means that the public transit fare can be paid by means of a regular NFC payment cards such 

as MasterCard PayPass, or Visa PayWave, etc. cards. 

For example, a tourist from China, having a PayPass card issued by a Chinese bank that is a regular card, 

not specifically programmed or profiled for public transit, taps the card at a New York City subway 

station, and the fare is paid. (The card can be in the cell-phone form factor or not). 

Another example: the tourist taps the card entering a subway station; after that he or she taps again, 

exiting, at another station, and the exact distance-based fare is charged. 

One more example: the tourist transfers from the subway to a local train, and the transfer discount is 

deducted from the second trip fare. 

This is a feasible approach for the railway and subway systems. The subway and railway station gateway 

validators are connected to the central host which “knows” the ride history for each card and calculates 

the exact fare on the fly, online. It is technically feasible to do this within 350 msec, which is the 

commonly recognised limit for the validation transaction time. 
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There is a small issue here. Counterfeit protection for contactless Open-Loop cards relies today mostly 

on online connection to the card issuer’s host. The subway host cannot reach the card issuer’s host and 

do the trip validation within 350 msec. usually, this requires more than 1 sec. There is a known solution 

for this issue. The Open-Loop card is tapped once for so-called registration in the subway system. This is 

a relatively slow full-fashion Visa or MasterCard transaction. After the registration the card can be used 

several times in this system, and the local subway host will do fast validations. 

The really big issue occurs when we want to use this payment method on buses, streetcars, or other 

vehicles that require the validators to be installed onboard. Close-Loop cards, i.e. electronic purse-like 

cards, which are specifically designed for public transits, fit well into the bus systems because these 

cards store the ridership history. They are validated offline, and the exact fares are calculated at the 

offline bus validators based on the data stored in the card. 

The Open-Loop cards do not store any transit-specific data. Thus, the bus validators, similar to subway 

validators, are to be connected to the transit operator’s host online. Is it feasible? No, it is not. No 

cellular operator can give you an SLA that guarantees 350-msec response time. Do not forget that NFC 

channel, the validator, and the host will consume at least 200 msec. So, in practice, we have 100 msec at 

most for the two-way data transit.  

Satellite communication system cannot help either. The satellite is in orbit 36,000 km from the Earth. It 

requires 500 msec only to send a message to satellite then to the ground host, and then back to the 

vehicle.  

That is why the present Open-Loop solutions assume the risk of offline on-vehicle validation. This means 

inaccurate fare calculation and counterfeit cards. The level of fraud will increase as the NFC-enabled 

programmable phones become ubiquitous. Anybody can have tools to create counterfeit NFC devices. 

Non-clonable NFC applications with dynamic or combined offline dynamic data authentication and low-

value authorisation option would solve the fraud problem but we hardly can expect these cards be 

ubiquitous and fast enough within observable future. 

The main idea of this invention is to propagate results of each registration transaction and fare 

transaction to all validators installed on the moving vehicles. 

When a card is presented to a validator, this validator (as well as any other validator in the system) 

already “knows” when this card (as well as any other card in the system) was registered, how much 

money was prepaid, where and what type of fare transactions occurred before, and how many loyalty 

points were earned. Having this information, the validator can calculate the exact fare applying all 

transfer discounts and loyalty points. The validator can also calculate the remaining prepaid balance and 

decide on granting access to the system. 

Figure 1 illustrates how this can be done. 

1. Each time a registration transaction occurs, the registration terminal that comprises a regular 

Open-Loop point of sale, sends the registration information to the central host.  
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2. Each time a fare transaction occurs, the validator places this transaction data in the upload 

queue. As soon as the validator is within the cellular network coverage, it sends all queued 

transaction data to the central host. 

3. The central host maintains the data received from the registration terminals and validators and 

periodically propagates this data to all validators in the system. This data includes: 

¶ Fare transaction data 

¶ Registration data or a positive card list, possibly with the prepaid transit balance. 

Registration is not a necessary part of this scheme however it helps to reduce fraud and increase the 

passenger throughput. 
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Figure 1. Data broadcasting in public transit 
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4 Feasibility 
It is feasible to update the information about each card and each recent transaction at each on-vehicle 

validator within minutes, while the passenger is transferring from one bus to another or walking from a 

card registration point to a bus. Digital data broadcasting or multicasting makes this feasible, relatively 

cheap, and convenient. 

The existing digital data broadcasting and multi-casting infrastructure can be utilised. It can be a 

satellite-based, terrestrial-based or a hybrid one. The estimates for systems of different sizes are 

provided in Table 3. The estimates account for rush hour passenger flows when higher data transmission 

speed is required to provide validators with actual data in real time.  

If we assume that all cards in the system are Open-Loop a bandwidth, equivalent to several XM Radio 

channels, would be enough for a small transit system. The medium system will require a bandwidth 

equivalent to several percents of an HDTV channel, whereas a large system may require almost entire 

capacity of the HDTV channel. (Additional optimisation can be done such as breaking down a large-scale 

transit system to several almost isolated regional bus segments and then multi-casting solution, instead 

of a satellite-based broadcast solution may become cheaper.) 

The estimates also show that utilising a conventional cellular data communication system for the above-

mentioned purpose is unfeasible or too expensive. 

It is feasible to store the propagated data in the validators. Table 3  illustrates that even for such a huge 

transit system as Transport for London (UK) the entire card data will require less than 3 Gbytes of 

computer memory. This memory is not necessarily to be allocated as a part of the validator’s memory.  

This memory can be a part of the external broadcast receiving device (similar to a Wi-Fi USB stick).  

The device can emulate an external disk for relatively slow downloading files into the validator. Apart 

from file downloading the broadcast receiving device provides the validator with the most actual card 

data on the validator’s request. The request specifies the card number, and the device returns all data 

associated with this card stored in the device memory.  

Existing conventional cellular infrastructure can be utilised if multi-casting protocols are used when data 

is broadcasted by each emitter independently to all validators synchronously within the emitter zone.  

The cost of a vehicle antenna with a modem can be close to the cellular phone cost if multi-casting is 

used. If XM radio broadcasting infrastructure is used, the cost is around $500-$1000. In the case of 

satellite-based broadcasting infrastructure, the receiving equipment cost can reach $2000 - $4000 per 

vehicle including installation. 
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Table 3. Data transmission speed and data volumes for entirely Open-Loop system 

  Small Transit 
System 
(Calgary, Alberta, 
Canada) 

Medium Transit 
System 
(TTC, Toronto, 
Ontario, Canada) 

Large Transit 
System 
(Transport for 
London UK) 

Total validation support data required (Mbytes)   22   230  2,700  

Max data transmission speed required (mbps, 
i.e. Mbit/sec) 

 0.04   0.65   13  

Total monthly traffic per validator  
(Mbytes/month) 

 33  4,100  64,000  

Equivalent number of XM radio channels  2.6 42 N/A 

Equivalent number of HDTV channels  Close to 0 0.04 0.80 

Annual satellite bandwidth cost ($/year) 2,000 37,000 730,000 

For comparison: equivalent annual cost of data 
plans providing the same burden to the system 
assuming $0.10/Mbyte-month ($/year) 

 440,000   4,900,000  290,000,000  

Receiving equipment and installation cost, for 
all vehicles ($) 350,000  4,000,000  30,000,000  

For comparison: estimated annual cost of 
revenue collection ($/year) 

                             
12,,000,000   

                        
100,000,000    

                     
3,400,000,000    
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5 Benefits 
Benefits provided by this method include the following: 

Å Reduced cost on card replenishment infrastructure 

Å Reduced cost of Wi-Fi for new and expanding Closed-Loop  

Å Reduced fraud for Open-Loop  

Å Reduced cost for transition to Open-Loop: no change in validation logic 

Å Distance-based fare for Open-Loop 

Å Instant web-based Closed-Loop card replenishment and Open-Loop registration 

Å Precise fare for Open-Loop 
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6  Additional Opportunities 
It is amazing how many additional technological opportunities become available once the data 

broadcasting to on-vehicle validators is implemented. Some of them are listed below. 

6.1 Additional Fraud Prevention Means 
When an NFC card which does not support offline data authentication is presented at the registration 

terminal (or if the validators in this system do not support offline data authentication) the cardholder is 

provided (or chooses on its own) a short, at least a 2-digit PIN. Anything goes: date of birth, street 

number, a part of the phone number, etc. 

These PINs are broadcast to all validators. The PIN is normally not used at on-board validation but if the 

system identifies that there are more than one NFC card with this number currently in the system 

(which means that the authentic card has been skimmed and cloned) the PIN is requested as the means 

to distinguish between the legit consumer and a fraudster. It can be a cheaper or faster solution that the 

alternative online card authentication via the card issuer. 

The fraud is painful because it creates inconvenience to the consumers rather than due its negative 

impact to the public transit revenue. The aforementioned approach can eliminate this inconvenience 

and discourage the fraudulent behaviour.    

6.2 No NFC is required 
The cardholder uses its Open-Loop card (any card: magnetic-stripe, EMV chip card, etc.) for registration. 

The registration terminal (or the cardholder’s PC when the card is registered online) prints the scannable 

tag (e.g. barcode) which can now be used instead of the Open-Loop card anywhere in the transit system 

within the reasonable period of time (several weeks or till the next registration). 

The tag IDs are broadcast to all validators in the positive list. 

This approach can provide the following advantages: 

1. The validator can be equipped only with the barcode scanner, no NFC reader is required. It can 

be an economic entry option. 

2. Any type of open-loop card works. 

3. The barcode tag is safer than an NFC card (at least the NFC card that does not support offline 

dynamic data authentication). It is harder to skim the barcode data than the NFC card data.  
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7 Questions and Answers 

7.1 Registration 
Q: What is registration? 

The registration transaction is a regular Open-Loop purchase, pre-authorisation or card status check 

transaction which includes the card authentication, possibly cardholder authentication, and 

authorisation by the card issuer. A certain amount of funds can be prepaid or preauthorised during this 

transaction.  

The registration terminal is a regular POS (point-of sale) accepting credit, debit, prepaid cards, etc, 

connected to a payment association such as Visa, MasterCard, etc. The POS capabilities can be reduced 

to an NFC reader.  

The number of a card successfully passed registration is placed into a positive list and is further 

propagated to all validators in fast manner. 

The registration transaction may take several seconds contrary to the fare transaction (e.g. check-in) 

which takes 200-500 msec. Preliminary registration reduces on-board validation time and decreases the 

processing fees. The registration can be done at an unattended POS. In some specific cases when 

registration includes assigning a concession (privileged) class to the passenger, such as student, senior, 

etc., it can be executed at an attended POS.     

Q:  Is registration mandatory? 

No, it is not but it is reasonable to utilise it to increase the passenger throughput and reduce fraud. 

Q: Shall registration POS be installed at each bus stop? 

It makes sense to install registration POS at bus stops where average number of passengers boarding a 

bus at peak time exceeds certain threshold, e.g. 10 passengers. Additionally, practically any merchant 

can be contracted to provide registration service at their POS with no additional cost to the merchant’s 

point of sale equipment (a data link to the transit host is required). Registration can be done by the 

passenger via Internet as well. 

Registration can be allowed at the on-board validators. To decrease negative impact to the passenger 

throughput, some registration restriction policies can be applied, for example: 

¶ At class A stops (i.e. stops with many passengers, equipped with validators) on-board 

registration is not permitted. 

¶ At class B stops (i.e. stops with 5-10 average boarding passengers, mainly city stops where it is 

easy to find a registration POS nearby) on-board registration is provided for additional fee. 

¶ At class C stops (small amount boarding passengers, rural districts, no registration POS around) 

on-board registration is free.   
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Given that one registration supports several following fare transactions, properly balanced onboard 

registration policy will not create throughput-related issues.   

7.2 Validator 
Q: The validator memory is limited. It has to store large data files, such as system topology, stop-lists, 

load lists (for Closed-Loop systems). How it is possible to allocate additional several GBytes of 

memory for storing broadcasted fare transaction data? 

The memory that keeps the broadcasted data is not a part of the validator. It is rather a part of the 

broadcast receiver. Think about the receiver as a USB (PCI, etc) device. Its memory can be cheap 

because it is not supposed to be fast. The broadcast receiver basically executes one command that is a 

request message received from the validator. The message comprises the card number and requests 

card data associated with this card. In response to this message the most actual card-related data stored 

in the receiver is sent to the validator. This command is executed fast because amount of data in the 

response message is small. 

In addition to this, the receiver emulates a regular hard drive disk (implemented via the validator 

operating system driver and a set of reading data commands), so the validator can download files in 

slow pace and low priority, when validation transactions do not take place. The disk emulation is 

convenient for downloading large files, such as refreshed topology files, etc.  

Having this logic implemented on the side of the receiver, the validator works pretty much in the same 

way a traditional validator in close-loop systems works. This makes the transition to the Open-Loop 

system less expensive.  

7.3 Broadcasting 
Q: Is the transit operator obliged to purchase a broadcasting license?  

No. The transit operator purchases the data broadcasting service as any of us does watching a satellite 

TV or listening to an XM radio. 

Q: Does the bandwidth cost provided in Table 3 include the cost of running the broadcast service? 

No, it only includes the annual cost of the bandwidth (24/7). Additionally, there will be capital and 

operation costs to build the central system that maintains the broadcasting data and feeds the 

broadcasting service with this data. 

7.4 Business Case 
Q: We, as a vendor, do not sell an open payment product.  We provide open payment systems to 

transit agencies under a design/build contract or as a service.  The requirements for the system are 

defined by the agencies (and their consultants). The agencies do not ask for exact fares with 

discounts, distance-based fares, and the agencies are willing to take the fraud risk. Why should we, as 

a vendor implement your solution approach?  

There are two factors to consider for a vendor like you: 
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a) The agencies and their consultants will find out soon enough that the technology allows them 
now to ask for more: exact fares with discounts, distance-based fares, low risk at on-board 
validators. Will you be ready when they ask? Will you be ready before your competitors are? 

b) Even within the present agencies expectations, even for closed-loop systems, the proposed 
broadcast approach makes the solution or service you can offer to your potential customer-
agency cheaper and more convenient. You and the agency can save money on this. This could be 
your competitive advantage. 

7.5 Invention Scope 
Q: What is claimed by this invention? 

The patent application claims the following:  (1) broadcasting any data to validators; (2) propagating fare 

transaction data to validators by means of broadcasting or any conventional data telecommunication 

system.  

Registration transaction, as well as propagation of positive lists, negative lists, topology, etc. by means 

of conventional data telecommunication system are not claimed as they are known methods.    


