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1 Executive Summary

An attempt is made here to create technical specifications for the EMV payment card application
(Section 8 ), which will satisfy the transit fare payment card business requirements (Sections 6 and 7)
and fit the technological environment in Canada at the end of EMV migration (Section 5).

The research is not complete: it is intended to trigger consultations between payment associations, card

issuers, card manufactures, and transit organizations.

A list of risks to mitigate and problems to be solved are listed in Section 10.

2 Audience

The entire white paper is intended for use by transit and payment processing business analysts.

Sections 5, 6, and 9 are specifically intended for use by transit organization executives determining the

future of their fare payment systems.

Sections 8 and 10 are specifically intended for use by EMV card product developers working for card
manufacturers, payment associations, and card issuing institutions.
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4 Introduction

It is high time to talk. Canadian banks have already started issuing their EMV cards. The banks will
save on their future investments if they sit around the table with transit organizations, card
manufacturers, and payment associations, to develop a set of requirements for EMV card products
that will satisfy the open transit fare payment system.

There are many transit fare payment card projects worldwide which use a stored value (e-purse) card.
These closed loop systems are more convenient for customers than cash. Among the disadvantages of
such systems are the need for a large investment in:

a) vending machines that accept cash or payment cards and top up e-purses.
b) software and processing.
c) card media.

There are few transit fare payment card systems that combine two applications: payment and a transit
electronic purse in the smart card media or cell phones. These systems are more convenient to
customers than the previous ones: we have fewer cards to keep in our pockets, but as to the
disadvantages, they are practically the same:

a) Wesstill need to invest a lot in the vending machines that communicate to the payment
application and then to the e-purse application to top it up.

b) We still need to invest in software and processing. Even worse: we now have to share one chip
between two application owners, and this comes with its cost.

c) We can partially reduce investment in the card media: the media with combined applications
have to be issued, and the current payment card products issued by banks cannot be used.

Let us ask the following questions:

e What if we use bank credit, debit, and prepaid cards for the transit fare payment directly, like
we use them when we buy something in a store?

e Can we do this in a fast way: tap and go?
e Willit be possible, let alone safe and convenient enough?

e  Will it be possible to reuse the cards that banks issue today so we will not need to invest in the
new card media?

If we answer these questions positively we get rid of said disadvantages:

a) We will not need vending machines. Banks that issue cards have their own infrastructure to deal
with customer accounts (including unbanked ones).
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b) We will invest less in the software and processing as it will partially comprise the standard
payment processing software. E.g. if we need a turnstile or bus validator platform we can
choose among hundreds of EMV Level 2 compatible POS adding only our specific transit module.

c¢) We will reduce investment in the card media significantly. Ideally we will use the cards that are
already in the customers’ pockets.

This white paper is an attempt to answer the above questions positively. The proposed transit fare
payment system (hereafter called TouchFare) is based on the standard contactless chip-based (EMV)

credit, debit, and prepaid cards used for the regular payment purposes. Neither a second non-EMV fare
payment application on the card, nor a second specific fare payment card media is required.

The proposed EMV card application is sufficient for the purpose of fare payments. The requirements
provided here (see Section 8) are not complete. Further participation of the card issuing community is
required to optimize the requirements from the standpoint of already issued card reuse.

This white paper may be considered a preliminary feasibility study. Its goal is to inspire the discussion
where the major card issuers as well as transit organizations are both involved.

In the context of this analysis, it is helpful to understand the present intentions of Transport for London
with respect to the future of Oyster card. It seems that they are eventually going to replace it with a
MasterCard EMV application [1].
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5 Payments in Canadain 2015

Before we start describing the proposed fare system that will come (let us call it TouchFare), we have to
understand the Canadian card processing environment 3-5 years in the future, when TouchFare can be
deployed. In 2015:

e Almost all credit, debit, and prepaid cards issued in Canada are EMV-based smartcards. Many of
them have both the contact plate and contactless NFC antenna.

e Almost all merchants accept EMV cards via contact smart card readers. Many of them do this
via contactless readers as well.

e Apart from the traditional plastic card form factor, EMV “card” applications reside in many other
devices, such as cell phones, and key fobs. The applications communicate with point of sales
(POS) via contactless antenna.

For the sake of better perception of this article, it is important to understand the nature of EMV online
and offline transactions.

e Usually EMV smart cards transactions are online. The point of sale (POS) establishes an online
connection with the payment associations’ network and requests the transaction approval from
the card-issuing financial institution. Online transactions can be executed within one-two
seconds, more than a transit application can afford. Most of these transactions are PIN-based
and this makes transaction time even longer.

e Points of sale, such as transits system validators at turnstiles and buses, should request offline
approval from EMV card, without PIN verification. During the offline transaction the POS
communicates only with the card. The EMV card application logic represents the issuer’s
interests; the POS trusts the card and follows the card’s decision: approve or decline. The offline
transaction duration can be less than 0.5 sec and this is suitable for transit operations [1].

The EMV card application may be programmed to approve several consecutive transactions offline for a
small total amount. The card will not allow offline if the last online transaction took place a relatively
long time ago. The card limits offline transaction activity for minimizing the risk of fraud.

The ability to execute a series of low-value offline transactions without risks is what distinguishes EMV
contactless transactions from the magnetic stripe-like contactless transactions so popular in the non-
EMV world, especially in the U.S.A. To be safe, the magnetic stripe-like contactless transaction must be
approved online. That is why the idea of direct use of the bank cards in public transit is becoming so
popular in “fully EMV equipped” Europe [1] where safe offline transactions are possible. That is why it is
time to think about this in Canada, because Canada is moving in the same direction.
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6 Informal Business Description

Let us explain how the TouchFare system works by example. The names of the card products below are
fictitious. Wherever bank names are mentioned they are named only for the purpose of example. Any
bank name can be in this place. Wherever a payment card association is mentioned, such as Interac™,
MasterCard Worldwide™ (hereafter MasterCard) or Visa International™ (hereafter Visa), this is done
only for the purpose of example. Any EMV compliant payment association can be placed there.

We use Toronto Transit Commission (TTC) “business case” for this example because many of us use TTC
buses and subway and understand how it works. For the purpose of example, the described TTC
business environment is simplified and many details are omitted. We assume here that TTC fare is zone
based (which is currently not the case) to demonstrate how this option can be implemented.

6.1 The Commuters and Cards

Mary, her son John, and their Spanish guest Carmen are traveling from Mary’s residence in Toronto,
near Dufferin St. and Steeles Ave West. They are going to take TTC buses and subway to go to the Royal
Ontario Museum.

al NEQa / F NR

Mary rarely uses TTC and other transit entities. She does not need a specific TouchFare Resident card
but she has her BMO TouchFare Friendly MasterCard PayPass™ credit card. The card is capable of
making up to 10 offline contactless transactions (no PIN required) for up to $70 total before going
online. The card will however request an online approval if more than 7 days have passed since the last
approved online transaction.

W2KyQa a/F NRé

Mary’s son John commutes to his school daily by TTC. This is why Mary ordered a TouchFare Resident
card for him. As a school student he is entitled to 50% discount at TTC.

His card is a BMO Interac debit card connected to Mary’s BMO checking account. BMO has issued the
special debit Interac product co-branded with TouchFare Resident card for children.

By the way, this is not a card at all. This is an EMV application that has been loaded into John's cell
phone with a contactless card interface. The “card” can also be used in a regular way in the Interac POS
and ATM network via contactless interface, with PIN verification.

In TouchFare environment this “card” is used offline without PIN or signature verification. It is capable
of making up to 15 offline contactless transactions for up to $30 total before going online. Similar to

Mary’s card, John’s “card” will refuse offline approval and request online if more than 7 days have
passed since the last online transaction.

© 2010. Eugene Lishak and Lifecycle Integrity Inc. April 2010, v 1.9. Page 8




Securing the Future for Transit Fare Payments

/I F NX¥SyQa /FNR

Carmen has her Spanish bank’s EMV credit card that she can use in TTC if the turnstile or bus validator
has online capability, but she does not know how this card behaves offline and without PIN verification.
She has been told that not all buses can get online connection everywhere. She also knows that online
Check-In will cost her $2 extra, thus, upon arrival in Toronto, she purchased a TD Bank’s prepaid Visa
payWave™ card co-branded with TouchFare Guest card, in Tim Hortons at Pearson Airport.

She knows that she will be able to spend the unused card balance when she is back in Spain as this card
is a regular Visa EMV chip card. It also can be used worldwide via its magnetic stripe or contactless
interface.

6.2 The Trip

Our friends board the TTC bus #60, Steeles eastbound. Each of them Checks-In entering the bus via the
front door. They tap the cards and the cell phone at the bus validator beside the driver’s cabin.

e Mary’s TouchFare Friendly card authorizes offline the $5 purchase transaction as it is the
maximum fare to the farthest TTC zone from the current zone. The card’s offline limit (offline
available funds) is reduced by this amount. The card records specific details of the Check-In
transaction in the card’s transaction log for the purpose of possible fare enforcement
inspection.

e The same happens with John’s Resident cell phone card application and Carmen’s Guest prepaid
card.

The friends exit the bus at Steeles and Dufferin. They Check-Out by taping their cards and the cell phone
at the card readers mounted on the outside bus surface, near each bus door (so that nobody can tap
their card while staying in the bus). The Check-Out is necessary to let the system know that the actual
trip distance is shorter than the most expensive farthest trip.

e Mary’s Friendly card does not register any data relevant to this transaction but the bus validator
does. This data will be used later by the TouchFare Centre to summarize all Mary’s rides during
that day. The Centre will determine from the Check-Out information the exact fare for the
accomplished trip.

e John’s Resident “card” is smarter. It registers the Check-Out details in the “card’s” transaction
log. This data will be used for calculation of exact fares at the next Check-In. This is why John's
card can work in the system with lower offline limits than Mary’s card.

e Carmen’s card works at checkout in the same way as John’s.

The friends’ next Check-In is on the bus #117 southbound to Downsview subway station.

e Mary’s TouchFare Friendly card registers a $4.60 purchase transaction as it is the fare to the
farthest TTC zone that can be reached from this bus stop. The card’s offline limit is reduced by
this amount.
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John’s Resident “card” (cell phone) application registers a non-purchase (zero-value) transaction
as the bus validator reads John’s card transaction log and determines that John is still within the
transfer trip. John’s offline limit is not reduced. That is where the Resident card has an
advantage. Its transaction log information helps to maintain low offline limits. Note, that the
final charge (before the student’s discount) for this trip will be the same for both John and Mary.
Carmen’s Guest card behaves in the same way as John’s cell phone application.

The friends exit bus #117 at the Downsview subway-bus terminal and do not Check-Out. With the huge

passenger crowd, they proceed to the subway train without passing through the Check-In turnstiles.

Finally, Mary, John, and Carmen exit the train at the Museum subway station and Check-Out at the exit

gateway.

Mary’s card does not register any data relevant to this transaction but the gateway validator
does. This data will be used by the Centre later to properly calculate Mary’s fare.

”

John’s Resident “card” registers the Check-Out details in the “card’s” transaction log. The same
details are registered in the validator. The validator’s data will be used by the Centre later to
properly charge John’s (actually, Mary’s) account. The card data will be used to minimize the
offline limit deduction if John Checks-In elsewhere again.

Carmen’s card works at checkout in the same way as John's.

For the sake of simplicity, let us assume that our travelers return home by taxi. Now we can summarize

the offline transaction amount limits change after all three rides:

Mary’s offline limit has dropped from $70 to $61.40 (“lost” $9.60). This is greater than what she
will be charged with, but this does not present inconvenience for Mary because her offline limit
is relatively high, and she does not often use public transit. Her offline limit will be restored as
soon as she purchases something with her card.

John'’s offline limit has “lost” $5 and is now $25. It is a bit more than his 3-ride transfer costs to
him, and when he Checks-In again, the validator will account for this difference. The same is true
for Carmen’s card.

6.3 From Offline Limits to Real Fares

Let us see what the TouchFare Centre will be doing at night.

The centre will create and post one single transaction for each of three cards for the amount of
$2.70 that was the fare from Steeles and Dufferin intersection to the Museum subway station.
It appears also that this night is the first night of the month, and the Centre will do the
following:
V  On behalf of Ontario Government, Mary’s saving account connected to John’s Resident
card will be credited by $45, as John has spent $90 in TouchFare system for the last
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month and John is registered in the Centre as a student. (Optionally, this can be done
once per week or even once per day).

V  Mary will receive $3 cash back to her credit card account because she has accumulated
loyalty points for the last month (not too much as she is not a regular TTC user).

V  Carmen will not receive a loyalty discount as she is a Guest.

6.4 When Offline Limits Are Exceeded

Let us see what could happen if in the middle of the trip our friends discovered that their cards could
not be further used offline before an online transaction happens. Offline activity limitation is the
necessary precaution to prevent uncontrolled usage of lost or stolen cards, as well as maxing out
accounts.

Mary’s TouchFare Friendly card does not have specific data that allows a TouchFare device to warn Mary
in advance that her offline limits are exhausted. Such a situation is less likely to happen because Mary
uses her card frequently for her regular purchases, and these transactions are almost always online. If
this does happen (e.g. Mary did not use her card at all for a week) she has the following options to
Touchbase, i.e. execute online transaction, with her card account:

e Mary can purchase something in a store (Internet shopping will not help to Touchbase as the
card chip is not connected with the Issuer’s host via POS).

e Mary can insert her card in one of the Issuer’s ATM and execute the balance inquiry function.

e She can go to a subway station and execute Touchbase at a TTC inquiry device.

The above options give her a free of charge Touchbase.
The following ones will cost her a small Touchbase fee:

o Use an ATM of another Issuer

e Execute Touchbase at a participating merchant’s POS

e Execute Touchbase at the time of Checkin at the TTC turnstile or on a bus (if a bus is online
capable). This last option may be declined by TTC in rush hours because Touchbase takes 1-2
seconds whereas offline Checkin takes only half a second.

John's cell phone Resident application executes Touchbase proactively, connecting to the Issuer’s host
and requesting John’s password. Apart from that, John has all the options Mary has.

Carmen’s card has the same options with her TouchFare Guest card as Mary has with her Friendly card.
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7 Business Level Description

7.1 Participating Entities

We may identify the following participants:

Payment Associations. The Payment Associations can be Visa, MasterCard, Interac, and other
payment associations that support EMV contactless credit, debit, and prepaid cards. The
Associations participate in co-branded product issuing, together with the TouchFare Centre.
Issuers. Issuers are financial institutions that issue cards. Some if not all of their contactless EMV
products can be used in TouchFare.

Transits. Any transit may participate in this scheme. From the Payment Associations’ standpoint
the Transits are merchants.

Acquirers. Acquirers are financial institutions that install card acquiring devices at the Transits’
properties, acquire card transactions, and reimburse the Transits. Each Transit chooses its own
acquirer. In Canada, acquirers delegate their services to acquiring processors such as Moneris
Solutions, Chase Paymentech, Global Payments etc.

Acquirers may share responsibilities with Transits with respect to acquiring device,
development, installation and maintenance.

TouchFare Centre. The Centre acts on behalf of all Transits. The Centre determines parameters
of the common fare payment applications. It also settles funds derived from passenger transfers
between the Transits that have bi-lateral transfer agreements.

The Centre provides the annual tax-refund transit usage forms for the cardholders that choose
to register with the Centre. The Centre periodically calculates and refunds the cardholders’
accounts entitled for loyalty and discounts (student, senior, etc.).

Participating Merchants. Some merchants that are not Transits may wish to participate, selling
prepaid cards and providing their regular retail POS networks for the Touchbase procedure that
refreshes the card offline limits (the analog of e-purse load). The relationship between
Merchants and Issuers regarding the prepaid card sale is out of the scope of this white paper as
it does not impact TouchFare specifications.

The boundaries between the participating entities are conditional. For example some transit entities

may wish to delegate to the Centre some off their functions, or a regional Payment Association may

provide some Centre’s services, etc.
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Check-In

To check in the Transit’s property the cardholder executes Check-In action, i.e. taps the card (cell phone)
at the entry gate. For Transits with flat fares (no zones) the entire ride fare is registered on the card as a
transaction amount. For zone-based Transits the maximum fare is normally registered (some Transits
with relatively large fares, such as GO-Transit, may charge lesser fares and Check-In taking the risks of
under-payment).

If the transaction log is available to the validator at the time of current Check-In, the Check-In fare is
adjusted to account for the previous ride actual fare and applicable transfer credit.

If some Transits utilize fare enforcement inspection policy, the card application must record the Check-
In transaction in its transaction log and always keep at least one last transaction of that kind in this log.

Check-Out

This transaction is not required for flat fare Transits. In case of a zone-based Transit the card is tapped at
the exit gate. The validator registers the Check-Out transaction. This data will be used to reduce the
next Check-In transaction amount. If Check-Out is not executed, the customer will pay the maximum
fare.

The card may also log the transaction data (this requirement is not mandatory). This will help the next
Check-In validator to determine the next fare more precisely so the card offline limit decrement will be
closer to the final fare the cardholder will be charged.

Touchbase

In some sense the Touchbase is similar to the e-purse top up. Though, there is no need in an expensive
vending machine. Touchbase can be done with the help of practically any online connected EMV POS. If
an EMV card has not been recently used in the regular purchase activity with online transactions and
exhausted its offline limits, the card refuses to approve the transaction offline at Check-In. To prevent
this situation the Touchbase procedure is required which is basically an EMV online transaction. Card
products with larger offline limits will require Touchbase relatively rarer.

Touchbase will allow the account balance synchronization with the Issuer and the card’s offline limits
reset. The card that has been declared as lost or stolen will be blocked at this moment.

In the case of cell phone application the touch base procedure is invoked proactively when the
application deems this reasonable. It will be executed OTA (over the air) by the cardholder and the
Issuer prior to Check-In. In case of classic plastic card form factor the Touchbase means any online
transaction.

It is up to the Transit to decide what to do if the Card requires online transaction. If the situation allows,
the Transit’s entry gate validator may execute Touchbase and Check-In together. Otherwise, the
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cardholder is denied the entry and must execute Touchbase at a specific device installed at the Transit’s
property, at a participating merchant, or at the Issuer’s ATM or bank branch.

To increase the turnstiles' throughput, a Transit may wish to encourage the customers to Touchbase
elsewhere, not at the turnstile. A Transit may wish to offset the cost of the validators’ online capability
and charge customers for that kind of Touchbase. This fare does not necessarily mean a fare increase. It
could be a part of fare restructuring.

Similar to cash withdraw capabilities at ATM machines, Issuers will try to make their card products more
convenient to their customers installing their own Touchbase devices at the popular Transit locations,
and providing these services for free to their cardholders charging other cardholders.

7.3 E-Purse versus EMV Card Comparison

The considerations provided above are summarized in the following Table 1.
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TABLE 1. E-PURSE AND EMV CARD COMPARISON

E-Purse EMV Contactless Credit/Debit/Prepaid
Card

TopUp/ Customer taps the card at a specialized terminal | Online EMV transaction (Touchbase) is
Touchbase or vending machine and pays by credit/debit required to refresh the card offline limits. It can

card or cash. be done at an EMV ATM, POS, or sometimes,

If the card is loaded via an e-commerce website, ata turnstile.

up to several hours are required before the card

can be tapped somewhere to accept the funds.
Check-In The fare is debited from the card. The card authorizes the transaction offline. The

The validator registers the transaction to send it
to the Centre later.

offline available funds limit is decreased. The
cardholder’s funds in the bank are not affected
at that moment.

The validator registers the transaction to send
it to the Centre later. The cardholder’s funds in
the bank are not affected at that moment.

Check-Out (for
zone based
systems only)

The fare is partially credited, depending on the
ride distance.

The validator registers the transaction to send it
to the central system later.

The card registers the transaction.

The validator registers the transaction to send
it to the central system later.

Stop list Stop lists are distributed to all validators. Stop Validators do not have stop lists. The card
lists are checked every time cards are tapped; a | requests online authorization when the offline
stop-listed card is blocked. limits are exhausted or a certain period of time
has passed. The Issuer checks the stop lists and
blocks the card at Touchbase.
Lost card The balance of the lost card is on the customer. | The customer or the Issuer will be responsible

responsibility

The balance of the lost card can be partially
(apart from what was fraudulently spent)
transferred to the replacement card several
days later.

for the lost card spending up to the offline
limit.

Senior, student,
etc discounts

Accounted at the fare calculation at each ride.

Accounted by the Centre and granted
periodically.

Loyalty Accounted at the fare calculation at each ride. Accounted by the Centre and reconciled
periodically.

Card issuing Required. The cardholder pays for this. Not required.

Service The cardholder is partially refunded. It may take | Not required. The cardholder continues using

cancellation several weeks. the card outside the transit system.
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7.4 Fare Card Product Categories

All fare card products are based on EVM chip contactless cards that can be used for offline transactions
without PIN and signature. Issuers are free to issue their own products that better fit their customer
needs and are compliant with the requirements depicted in this section.

TouchFare will require the following product families available to the commuters.

Friendly Products

TouchFare Friendly products are good for irregular transit customers, which are regular credit card
users. Any regular (though EMV and contactless) credit card potentially can be used in a TouchFare
environment. To be a TouchFare friendly a credit card must have offline capabilities. The Centre
specifies minimum “friendly” requirements for the credit card offline behavior. Issuers have rights to
announce their credit card products as TouchFare Friendly if these requirements are satisfied.

In many cases Issuers do not need to reissue the cards to make them TouchFare Friendly. The card
profiles can be modified at ATM or bank branches.

Within the TouchFare world, the Credit card approves offline the maximum fare transaction at each
Check-In but the resulting end of day transactions posted to the Issuer will account for all Check-Outs
and transfers.

The regular credit card bank statement will not have the transaction details, similar to restaurant
transaction records in the statement which do not contain the meal details. The cardholders may obtain
the transaction details via the Centre. They may also obtain their tax refund forms as required by law.

Resident Products

The Touch fare Resident product is a specific contactless EMV application called hereafter TouchFare
Application. From the Issuer standpoint this is an EMV debit (or credit!) card with the specific profile
used for transactions of “TouchFare type”. TouchFare application is co-branded with a Payment
Association. The card may be, for example Visa payWave co-branded with TouchFare Resident, or
Interac Debit co-branded with TouchFare Resident, or MasterCard Maestro PayPass co-branded with
TouchFare Resident etc.

e Some Resident cards are connected to the cardholder’s saving and checking accounts. These
cards can be used as account access cards as well. These cards can be Interac, Visa Electron,
MasterCard Maestro, etc.

e Some Resident cards are connected to the cardholder’s credit card accounts. These cards can be
Visa, MasterCard, etc.

e Other Resident cards are prepaid cards designed for unbanked customers. They are not
connected to bank customer’s accounts and can be reloaded by cash. It is the Issuer’s
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responsibility to provide means for card reload. Transits have nothing to do with this. These

cards can be Visa Debit, MasterCard Prepaid, etc.

The Issuer keeps close track of the Resident card balance avoiding overdrafts or credit limit exceeding.

Within the TouchFare environment the Resident card is not “overcharged” as the Friendly card is. The

chip stores the trip details. This allows validators to determine exact fares to be registered at each

transfer and makes the Resident card more convenient for regular passengers as they do not need to

keep their card account balances significantly larger than their planned trip fare require.

They Resident cardholders may obtain their tax refund forms as required by law. The Centre will provide

these forms online.

Any Issuer may issue these cards for their regular customers. The prepaid cards may be freely sold via

merchant networks.

Guest Products

Guest cards are very much alike the Resident cards and they have the same co-branded TouchFare

application. Contrary to Resident cards, they have the following features:

e The cards are prepaid cards not connected to a bank account.

e The Centre does not keep the transaction details for more than several months and no tax-

refund forms are provided.

The following tables demonstrate the difference in behavior of Friendly products on one side and
Resident and Guest products on another side, during Check-In and Check-Out cardholder’s action.

TABLE 2. CHECK IN. PRODUCT COMAPRISON TABLE

Offline Available Offline Register Register Transaction in CardQa [ %
Funds Limit Counter Transaction in
Decreased by Increased by Validator

Friendly Max fare 1 Yes If fare enforcement policy is applied by a
Transit, at least one most recent
TouchFare transaction must be present
in the log.

Resident Max fare less last Ifamount>0 | Yes Several most recent TouchFare

or Guest Check-Out then 1 transactions must be present in the log.

correction
else0
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TABLE 3. CHECK-OUT. PRODUCT COMPARISON TABLE

Offline Available Offline Counter Register Register Transaction in CardQ a
Funds Limit Increased by Transaction in Log
Decreased by Validator
Friendly 0 Yes No
Resident or 0 Yes Several most recent TouchFare
Guest transactions must be present in

the log.
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8 EMV-level Requirements

The card applications are to be compliant with EMV Contactless specification which has not yet been
officially published. Please refer to the preliminary documents such as [2]. The terminology used below
is described in EMV [3] and Common Payment Application (CPA) specifications [4]. The CPA
specifications are referred for the sake of terminology. The card application is not necessarily to be

compliant with CPA.

8.1 EMV Requirements for Friendly Applications

A TouchFare Friendly product is a regular EMV contactless credit card issued by a Payment Association
(Visa, MasterCard, etc). An application can be called TouchFare Friendly if the card application satisfies

the following requirements:

1.

5.

The application shall authorize offline any transaction if all of the following is true:

1.1. The transaction currency is CAD (Canadian dollar)

1.2. The transaction amount (amount authorized) is below CAD 20.

1.3. The transaction is initiated at an unattended card-present contactless no PIN—capable POS
with or without online capabilities.

1.4. The number of consecutive offline transactions since last online does not exceed 10.

1.5. The total offline authorized amount since last online does not exceed CAD 70.

1.6. Last online transaction has taken place within 7 days.

The above quantitative limitations are provided here by example. They actual values are to be
determined by the TouchFare Centre. The Issuers may use greater limits than required by the
Centre. The requirements to transaction currency may vary dependently on the region the
TouchFare occupies.

The card is capable of Combined Dynamic Authentication (CDA) and requests CDA for offline
transactions.

The contactless offline transaction with CDA and without PIN verification shall be accomplished
within 0.5 sec, at least on some classes of POS.

The application shall maintain the transaction log for at least one offline contactless transaction. The
log shall include at least the following fields: Transaction Date; Transaction Time; Merchant Name
and Location; Amount Authorized; Transaction Type. The transaction log will be used for the fare
inspection purposes. This requirement is mandatory if some Transits choose fare inspection option.
The application shall support Issuer scripts as a means to reset the offline limits.

8.2 EMV Requirements for Application for Resident and Guest Products

The EMV-level requirements, driven by TouchFare business features are the following:
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10.

11.

The same as in Section 8.1, Item 1. The quantitative parameters may differ, especially the available
offline funds limit that should be less than the one for Friendly products.

The same as in Section 8.1, Item 2.

The same as in Section 8.1, Item 3.

The application shall maintain the TouchFare offline accumulator for the total amount of offline
TouchFare consecutive transactions.

The application shall maintain the TouchFare offline counter for the number of consecutive offline
TouchFare transactions.

The application shall make the offline accumulator and counter values available to the TouchFare
device via Read Record commands after the application initiation.

The application, during the execution of the first generate AC command, shall make the offline
accumulator available to the Issuer as a part of the online authorization message (as a part of Issuer
Application Data tag) for the purpose of the card account balance synchronization.

The application shall maintain the transaction log for at least 10 TouchFare transactions. The log
shall include at least the following fields: Transaction Date; Transaction Time; Merchant Name and
Location; Amount Authorized; Transaction Type; Terminal Capabilities; Additional Terminal
Capabilities; Unpredictable Number. The transaction log will be used by the validator to determine
the transaction amount for the current transaction and for fare inspection purposes.

(Non-EMV comment: The unpredictable number is calculated by the terminal as a Message
Authentication Code for the Merchant Name and Location. For that purpose the terminal uses an
encryption key that is shared by all TouchFare terminals (via the key diversification mechanism).
Using this data, another terminal when it determines the transaction amount, can verify the
authenticity of the previous transaction data logged on the card).

The application shall recognize transactions with zero amounts or non-financial transactions for the
purpose of registration in the transaction log. These transactions shall be approved (option: shall be
declined) offline and they shall not be accoutered in the offline accumulator and counter.

Offline transactions originated in TouchFare environment, as well as ones originated in the regular
Payment Association acquiring environment shall affect the same offline counter and accumulator
on the card.

The Issuer shall heave means to reset the offline limits and counters via the Issuer script. There is a
complication here: The CCA [2] does not require that the terminal execute Issuer scripts. It looks like
this feature may still be implemented. The alternative is to execute Touchbase via the contact
interface. The cell phone form factor does not need this feature.

8.3 Relationship between TouchFare and Native Card Application

This section is an example that shows that the sooner the TouchFare standard parameters are

determined the better it is for the potential Issuers in terms of saved investments.
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The TouchFare related features of Guest and Resident card products mentioned in the previous section
may be implemented in the following ways:

1. TouchFare is an additional application on the same card where the “native” Payment Card
application resides. This approach simplifies the validator’s software logic and the application
profiling logic; however it presents more challenges for the Issuers: they will likely have to re-
Issuer the card with the native application if they want to add a TouchFare application to it.

2. TouchFare is a set of configuration data within the native application. In terms of CPA this is the
profile selection option. This approach in many cases will not require the card to be reissued: it
can be configured with the help of the Issuer scripts at an ATM or POS. The disadvantage of this
approach is that the TouchFare validator will not have reliable means to determine that
TouchFare profile is selected: worldwide card Issuers are not bound with any regulation to
identify TouchFare profile on the card as only Application IDs, not “profile IDs” are subject to ISO
regulation.

3. Similar to the above whereas the application or profile is internationally recognized. This
approach requires direct participation of a Payment Association. It also requires specific
currency exchange functionality on the card and terminal basis. There may be several regional
TouchFare Centers in this case.

This is a call to the banking community: to find the optimal solution in order to reuse most cards the

bank has already issued.

8.4 Inquiry and Touchbase Devices

The Transits have to install specific devices at their station locations or in other places. Such a device
initiates an online transaction (Touchbase). The transactions are not posted to the clearing. During this
transaction the Issuer’s host determines the remaining funds/credit limits on the card account and
updates the card offline limits via the Issuer scripts.

The Inquiry/Touchbase device reads the transaction log and displays pertinent data to the cardholder.
The device does not have capabilities to credit the card account.
8.5 Requirements for the Payment Association Clearing

It is highly desirable that the participating Payment Associations allow clearing presentment messages to
be aggregated into one message up to a certain amount limit, within a certain period of time. This will
help to reduce the processing volume and the processing fees to the benefit of all participants.
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9 An Approach to the Financial Model

Smart Card Alliance has published interesting research [5] that states that an average Transit’s revenue
collection cost, before a fare card system implementation, is $0.15 for each revenue dollar. After the
fare card system implementation the cost is reduced to $0.06. TouchFare must be even cheaper because
[5] provides calculations for the closed loop system (e-purse card).

An average Transit saves around 9% of its revenue on implementing a fare card system.

Approximately 2% of the revenue will be paid as acquiring fees to the acquiring processors that, in turn,
pay interchange fees to card Issuers. These funds will finance all cards and the entire infrastructure
required for card issuing, account management and the Issuer-supported Touchbase infrastructure.
Additional financing for these activities is provided from the cardholders' side. This is their regular
payments for account management, interest fees, etc.

If Transits want to provide additional convenience to their customers in the form of Touchbase at Check-
In, the Transits may offset the cost of the validator online capability and lower turnstile throughput
charging the customers for Touchbase at the gates. This is not necessarily constitutes the fare increase.
It can be a change in the fare structure.

The rest of the revenue saving (approximately 7%) can be a source of funding for the acquiring and
central processing infrastructure. Note, that vending machines and e-purse media are not required in
the proposed model.
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10 The Road Ahead

There are risks to mitigate, problems to solve, and undetermined areas, such as the following:

1.

10.

11.

12.

13.

Some Transits have sophisticated transfer rules that may require additional data to be stored in
the card transaction log. This may require additional proprietary tags or may exhaust card
memory.
Some Transits may have relatively long distances and large fares (e.g. GO Transit) which may
require higher available offline funds limit or additional validator’s logic that determines how
risks are to be shared between the card Issuer and the Transit (close to GO Transit’s
Underpayment concept).
Higher offline limits may require that stop-lists for recently lost/stolen cards be distributed on
the validator’s level.
Some Transits may have Check-In/Out logic different from the proposed here (e.g. GO Transit’s
default origin-destination concept). Some Transits may require period passes (day passes,
monthly passes, etc).
This may require additional proprietary application properties (data tags) readable after the
application selection.
Means to pay fares issued to non-cardholders (e.g. for small children, disabled people, etc) are
to be accommodated in the system.
The interfaces between Transits and Acquirers, Transits and the Centre, the Centre and
Acquirers are to be elaborated on organizational, financial, and technical levels.
Converging with the presently functioning or emerging systems, like Presto, is to be properly
planned.
Some banks have already issued EMV contactless card applications that do not have offline non-
PIN capabilities.
Common Payment Application is not a de facto standard in the card manufacturing industry. We
may have several EMV chip architectures that will require different approaches.
Additional research is required to determine, whether or not Visa Low-Value Payment option
can be used for the purpose of the proposed transit fare application.
The transit application requirements are yet to be rephrased in terms of VSDC, MChip4, and
Interac specifications.
The Acquiring community is reluctant to execute Issuers’ scripts in the end of online
transactions.
Some industry standards and specifications are either not completed or not published, e.g.:

a. EMV contactless functionality

b. Cell phone secure multi-application environment

c. Etc.
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14. Customer care responsibility and competence are to be properly shared between the card
Issuers, Centre, and Transits.
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11 Appendix. Use Case Examples

The business assumption is that the Transit operational field is comprised of several zones. Each zone
pair (Origin, Destination) is associated with a fare, no matter how many rides in different vehicles were
done between those zones. The time of the trip is limited. If a ride starts after the transfer window is
expired the ride is considered to be a new trip.

Check-In and Check-Out data is registered in the card’s transaction log. The data element Merchant
Name and Locations is comprised of the Transit Id (“TTC”), route number, Check-In or Check-Out zone,
and the validator number.

The following discusses the Check-In and Check-Out functionality. The functionality that is additional to
EMV (needs additional validator programming) is underlined.

TABLE 4. USE CASE. BUS CHECK-IN

Agent Validator that interacts with the card application and the cardholder

Precondition | The cardholder taps at the Validator.

1. The Validator and the card select the application. If there is no application to select,
access to the system is denied and the process ends. If there is a TouchFare application
(profile) co-branded with a Payment Association, it is selected. Otherwise, a regular
Payment Association’s application (profile) is selected.

2. The Validator initiates an EMV transaction and determines the cardholder verification
method required by the card. If PIN or signature is required, access to the system is
denied and the process ends.

3. In case of a TouchFare application, the Validator reads the application data (including
the transaction log).

4, The Validator determines the transaction amount:

e In case of the regular application, the amount is to be the maximum possible
fare (the fare to the farthest zone from the zone where the Validator is
currently located).

e In case of a TouchFare application, the amount is determined based on the
transfer and last checkout history recorded in the card’s transaction log. The
Validator also verifies the integrity of transfer and checkout data in the log
using Unpredictable Numbers created by previous Check-In and Check-Out
Validators as TouchFare Message Authentication Codes and applying the
TouchFare shared validator keys
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The Validator sends first Generate Application Cryptogram (AC) command to the card.

If the card approves the transaction offline, the Validator determines whether or not
Touchbase will be required before the next Check-In (only for TouchFare application)
and ends Check-In, successfully opening the gates (when applicable) and displaying
information to the cardholder:

e Transaction parameters,
o |f determined, recommendation to execute the Touchbase proactively.

The process ends normally

If the card declines the transaction, the cardholder is instructed to execute Touchbase.
The process ends.

If the card requests online transaction approval, the Validator terminates the current
EMV transaction_ and the process is continued from the nest step.

The Validator determines the possibility of online connection. If it is not possible the
process ends, and the cardholder is instructed to execute Touchbase elsewhere.

10.

The Validator determines whether the online transaction (Touchbase) can be allowed
based on the current Checkin frequency and system availability/service time. If
Touchbase is not allowed (e.g. in the customer crowded environment) the process ends.
The cardholder is instructed to execute Touchbase elsewhere.

11.

If Touchbase is possible, the Validator adds the Touchbase fee to the transaction
amount and warns the cardholder about the fee. The cardholder has the option to
abort Touchbase with Checkin at this point.

12.

The Validator instructs the cardholder to hold the card at the contactless card reader
for 1-2 seconds until Touchbase and Checkin are over. Alternatively, the chip contact
reader may be used.

13.

The Validator initiates the new transaction with the card, this time requesting online,
the Validator accomplishes the entire process of EMV transaction with online approval
and issuer scripts execution.

14.

If the card and the Issuer approve the transaction, the Validator ends Check-In
successfully, opening the gates (if applicable) and displaying transaction parameters.

15.

If the card and the Issuer decline the transaction, access to the system is denied and the
process ends.
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TABLE 5. USE CASE. CHECK-OUT

Agent

Validator that interacts with the card application and the cardholder

Precondition

The cardholder taps at the Check-Out Validator or Check-Out receptor of the
Bus/Streetcar Validator.

The Validator and the card select the application. If there is no application to select, the
process aborts. If there is a TouchFare application/profile co-branded with a Payment
Association, it is selected. Otherwise, a regular Payment Association’s application is
selected.

The Validator initiates the EMV transaction, reads the application data and determines
that the card is eligible for the Check-Out process (e.g. the card was previously Checked-
In at the compatible Validator, vehicle, and station).

If Check-Out is not applicable, the Validator warns the cardholder. The exit gates may
be unlocked, as per the Transit policy. The cardholder may repeat the process with
another (appropriate) card.

If Check-Out is applicable, the Validator registers non-financial transaction on the card
and on the Validator and ends the process. When applicable the exit gates are
unlocked.
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TABLE 6. USE CASE. HOST AUTHORIZES ONLINE TRANSACTION

Agent

Issuer’s Host that interacts with the card application via the Payment Association
Network and POS

Precondition

The host receives the offline authorization request for EMV transaction and must
determine whether available funds are sufficient and reset the offline available funds
limit via the authorization response.

1. If there were offline transaction since the last online transaction:
a. The Host corrects the amount of the previous hold, setting it to the offline
accumulator value presented in the authorization message.
b. The Host removes the holds that are older than 4 days (offline transactions must
be posted within 3 days)
2. The host adds the hold for this online transaction
3. The Host determines the new value of offline accumulator limit. It should be not greater
than the available balance less all actual hold amounts.
4, The Host creates a new hold for the value of Total Amount Offline Authorized.
5. The Host checks NSF, account closed, expired, Lost/Stolen, etc conditions. If the check is
positive, the Host declines the transaction.
6. If the check is negative, the Host accepts the transaction and sends the script to reset the

counters and remove/decrease the Total Amount Offline Authorized on the card.
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